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- Ivanti & VPN #{& TPulse Connect Secure] i35 (CVE-2021-22893,
CVE-2020-8260., GVE-2020-8243. GVE-2019-11510) 3

- Citrix® ICitrix Application Delivery Controller)lCitrix GatewayllCitrix
SD-WAN WANOPJ o Ffz5514% (CVE-2019-19781) *

- Microsoft Exchange Server MR35 (CVE-2021-26855 &) °

- SonicWall Secure Mobile Access (SMA) 100 > 1) — X D551 (CVE-2021-20016) ©

- QNAP Systems & NAS (Network Attached Storage) & & TONAP) (B89 2 HE551&
(CVE-2021-28799, CVE-2020-36195, CVE-2020-2509 %)’
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? NISC [Fortinet # VPN D35 1#£(CVE-2018-13379) 12 T3 B E 4> 7 FHFEH F 1200 TOJE M D5 M 1C
DUT(2020/12/3) ), https://www.nisc.go.jp/active/infra/pdf/fortinet20201203.pdf (2021/4/30 [4 )

¢ Ivanti /Pulse Connect Secure Security Update(2021/4/20) /, https://blog.pulsesecure.net/pulse-connect-secure-
security-update/ (2021/4/30 [# %)

4 Citrix [CVE-2019-19781 - Vulnerability in Citrix Application Delivery Controller, Citrix Gateway, and Citrix SD-
WAN WANOP appliance(2020/10/23) /. https://support.citrix.com/article/CTX267027 (2021/4/30 /4 %)

® Microsoft /On-Premises Exchange Server Vulnerabilities Resource Center(2021/3/25) /. https://msrc-
blog.microsoft.com/2021/03/02/multiple-security-updates-released-for-exchange-server/ (2021/4/30 /4 %)

¢ SonicWall CONFIRMED ZERO-DAY VULNERABILITY IN THE SONICWALL SMA100 BUILD VERSION
10.X(2021/4/30) /, https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2021-0001 (2021/4/30 [# &)

7 QNAP Systems /Response to Qlocker Ransomware Attacks: Take Actions to Secure QNAP NAS(2021/4/22),
https://'www.qnap.com/en/security-news/2021/response-to-qlocker-ransomware-attacks-take-actions-to-secure-
gnap-nas (2021/4/30 [ %)

¢ Microsoft [CVE-2020-1472 Netlogon D¥FHEDSEIEDRETTFE(2021/2/9) ), https://msrc.microsoft.com/update-
guide/ja-jp/vulnerability/CVE-2020-1472 (2021/4/30 /¥ %)
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